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This article examines some specific types of narco-generated combat, assault, 
and brutality that over the last decade have acquired an increasingly organized 
and paramilitary character. The planning; training; intelligence and counter- 
intelligence preparation; mobility; communications; type of weaponry; levels 
of intensity; and sheer audacity substantially exceed the threats with which 
traditional law enforcement had been trained and equipped to deal. It matches 
the apt Drug Enforcement Administration description of a ‘transition from the 
gangsterism of traditional narco hit men to paramilitary terrorism with 
guerrilla tactics’. These methods have become a mainstay in the struggle of 
narco-traffickers against law enforcement, the military, and to a major degree 
among the competing drug-trafficking organizations themselves. While the 
infrastructure and practice of paramilitary violence is established in Mexico in 
seemingly unprecedented ways, the concern north of the border is its potential 
transportability. Many law enforcement personnel have compared 1980s 
Miami — with its running drug firefights, revenge raids, and bloody 
assassinations by Colombian cocaine traffickers — to Mexican drug violence. 
There are enough precursors north of the Rio Grande now to make the potential 
for something analogous more than empty speculation. 
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Violence in varying levels and forms has been a feature of the US—Mexico frontier 
from the time a border was formally established in 1848, following the treaty of 
Guadalupe Hidalgo. Challenges to the sovereignty of the US and Mexican 
Republics — political or economic; government sanctioned or tacitly permitted; and 
those which are often a consequence of criminal enterprise — have also characterized 
the frontier over 160 years of shared history. Today, Mexico and the United States 
are allies, major trading partners, and friends, jointly facing criminal and 
transnational threats that fundamentally affect the national security of each republic 
and the stability of the region. These threats are most acute and intense near the US— 
Mexican frontier area, but manifest themselves elsewhere in both countries as well. 
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A decade into the twenty-first century, the single largest vector of border 
violence is indisputably narco-trafficking. Among other measures, Mexican 
President Felipe Calder6n’s estimates that 9,000 narco-linked murders had 
occurred from 2006 to April 2009 underscore this. Other estimates suggest that 
the number will have exceeded 11,000 by early 2010.' Despite the endemic 
corruption in Mexican law enforcement organizations, it is instructive to 
remember that some 10% of overall casualties are being incurred by police and 
military personnel in the performance of their duties.” US security officials point 
to advances in cross-border law enforcement cooperation and the beginnings of 
success in generous and innovative security assistance programs, and assert that 
little of the extreme violence that has characterized northern Mexico in recent 
years has spilled over into the United States. 

Regrettably, many of these judgments and expectations are undermined by 
less optimistic assessments of northern Mexico’s operational environment. Some 
Border Patrol organizations and individuals challenge the idea that the US and 
Mexico ‘are gaining the upper hand in the battle against drug cartels’. They note 
that interagency cooperation among US security organizations at the working 
level is still characterized by in-fighting. In addition, despite various cooperative 
initiatives, trust among US—Mexican law enforcement officers often remains 
problematic.* Anecdotes from individual officers abound and, at higher levels, 
US drug enforcement and other law enforcement commentators have cited the 
leakage of sensitive US information from Mexican police sources to the specific 
trafficking targets in drug cartels. Two decades of police reforms — including 
President Calderon’s recent intense and courageous efforts — have failed to clean 
up endemic corruption.* 

The many dimensions and complexities of Mexican drug trafficking, its 
associated violence, and other debilitating impacts are addressed throughout 
Narcos Over the Border. This article examines some specific types of narco- 
generated combat, assault, and brutality, which over the last decade have 
acquired an increasingly organized and paramilitary character. The planning, 
training, intelligence and counterintelligence preparation, mobility, communi- 
cations, type of weaponry, levels of intensity, and sheer audacity substantially 
exceed the threats with which traditional law enforcement had been trained and 
equipped to deal. It matches the apt Drug Enforcement Administration 
description of a ‘transition from the gangsterism of traditional narco hit men to 
paramilitary terrorism with guerrilla tactics’. These methods have become a 
mainstay in the struggle of narco-traffickers against law enforcement, the 
military, and to a major degree among the competing drug-trafficking 
organizations themselves. Emblematic of the strength of narco-violence, they 
constitute three, sometimes overlapping ‘tactical’ forms that account for a 
substantial number of deaths and the infliction of other narco-trafficking costs: 


e Firefights (Tiroteos), featuring planned or — more frequently — sudden 
armed urban or rural encounters that in some ways are quite analogous to 
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military meeting engagements. Their outcomes depend on the quality of 
firepower, basic weapons skills, situational awareness, protective 
equipment, practiced responsiveness and training, willingness to engage, 
and an ability to terminate or withdraw before reinforcements arrive. 

e Assassinations (Asesinatos), which depend for success on target 
identification and surveillance together with the selection of timing, 
effective attack means, transport, approach, and safe egress. They may 
claim only the targeted victim, but as often as not employ such substantial 
firepower that bodyguards, drivers, colleagues, family members, and 
unfortunate bystanders are among the casualties. Firearms, grenades and 
explosives, torture, and mutilation have been among the means used. For 
Mexican drug trafficking organizations, specific targets have covered an 
array of rival members and leadership, security force members and 
commanders, journalists, and public officials, including on at least one 
occasion, planning to assassinate the President of Mexico. 

e Raids (Uncursidnes or Invasiébnes Repentinas), featuring tactical actions 
executed with varying degrees of skill that involve travel to a target with the 
aim of the freedom of captured or imprisoned comrades, the elimination of 
opposing personnel, destruction of facilities or goods, and general carnages 
carried out for revenge or intimidation. Raids are a specific subject taught 
and studied in Mexican military-educational and training facilities, with 
tactics, techniques, and procedures that transfer well via deserters for drug 
paramilitary use. 


Before addressing the origin, practice, impact, and practitioners of these 
narco-militant attack forms in further detail, three recent illustrations from late- 
spring to mid-summer 2009 better illuminate the above terms and the actions they 
denote. While carried out with frequency and with a now-familiar sameness 
inside Mexico, what might be termed ‘signature’ actions, reflect all too typical 
violent engagements. They also point to a shifting balance between security 
forces and paramilitaries and the potential for their being precursors of more 
widespread crossover violence. Despite countless variations and participants, as 
the second decade of the new millennium begins, there are basic capabilities that 
have shifted in fundamental ways: 


A signature firefight 


Police and military drug raids and arrest attempts have long generated shoot-outs 
between law enforcement targets and security forces. As drug cartels and 
gangs have acquired high-powered weaponry, these have become increasingly 
dangerous for law enforcement elements who may find themselves outmatched. 
In these cases, at least, measures may be taken to isolate areas and targets to 
prevent collateral damage. However, the mobile, widespread, and confident 
presence of armed narco-trafficking gang members or their paramilitary 
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associates has created the potential of provoking unexpected armed clashes in 
routine vehicle stops and checks by police, which may be in the middle of busy 
city streets or residential areas. 

As a consequence, when Federal Police agents attempted to stop a suspicious 
vehicle in the middle of a Veracruz, Michoacan business and tourist district on a 
July 2009 afternoon, they found themselves suddenly engaged in a high intensity 
firefight. The men they attempted to detain are now believed to have been an 
‘armed commando’ unit of the La Familia drug cartel. The subsequent firefight 
involved automatic weapons, hand grenades, and a vehicle chase in the middle of 
the populated Veracruz ‘old district’ neighborhood. The exchange of fire, La 
Familia’s employment of grenades, and the vehicle chase extended to several 
streets. It left five vehicles in flames, at least two cartel members dead, and 
another wounded and captured. At least four police and bystanders were 
wounded. Such encounters are not daily occurrences in every Mexican city, but in 
urban areas where drug cartel activity is centered, they have become far from 
infrequent.” 


A signature raid 


In mid-July 2009, the capacity of at least some cartel paramilitary arms to launch 
multiple attacks on designated targets — including those of substantial size and 
government affiliation — was demonstrated in the Mexican state of Michoacan. 
Despite being at war with the rival Gulf Cartel, the attacks by the militarized La 
Familia drug-trafficking paramilitary were aimed at police, other security forces 
who presented themselves, and especially Federal law enforcement intelligence 
assets. The well equipped and mobile narco-enforcement and trafficking group 
called La Familia dispatched heavily armed teams to strike five Federal police 
stations and a Lazaro Cardenas port-city guest hotel much used by Mexican 
Federal officials and police. The assaults were closely timed, underscoring a good 
measure of coordination and planning. The ‘raiders’, in a familiar approach, 
traveled in armored SUVs, and used automatic weapons and grenades. 

They killed five police officers, two soldiers, and wounded a number of others 
at the attack sites with bullets and shrapnel. A group striking Federal police stations 
in the state capital (Morelia) and the paramilitaries that attacked the hotel were 
estimated to have some 50 personnel. Perhaps the most memorable aspect of La 
Familia’s strikes, however, was the discovery of 12 murdered, blindfolded, and 
tortured off-duty police intelligence officers, piled disdainfully by a road. 
President Calderon dispatched another 5500 troops to the Pacific coast state to join 
the 2800 soldiers deployed there.° The raid, typical of others earlier throughout 
Mexican trafficking areas, had the goals of revenge for earlier action against the 
organized crime group, coercion intended to slow enforcement, the infliction of 
damage on Federal enforcement and intelligence-gathering capabilities, and 
building further on a reputation for brutality and formidable capabilities that may 
intimidate rivals. 
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A signature assassination 


The assassination dimension of narco-violence has been a staple of Mexican drug 
trafficking organizations and gangs as long as they have existed. Targets 
constitute, variously, senior law enforcement personnel, crusading journalists, 
hostile and outspoken political figures, rival drug trafficking leadership and 
members, and those who betray the organization as informants or thieves. They 
have included Catholic clergy as well. While often still marked by greater-than- 
necessary firepower and overkill, not to mention fatal collateral damage for 
anyone in the area, more recently they have reflected more careful planning and 
better target intelligence. The May 2009 assassination of a Juarez drug cartel 
mid-level leader, Jose Daniel Gonzalez Galena, was accomplished quickly and in 
front of the target’s home in an up-scale residential neighborhood. The eight 
close-range shots were heard by neighbors including the city police chief who 
lived nearby.’ What was unusual about the assassination was its location in 
El Paso, Texas, and that the former cartel officer reportedly had become an 
informant for Federal law enforcement. A rise in the number of murders 
involving low-level Mexican traffickers and informants in the US has been noted 
in border cities and other US locations. More senior figures have been killed on 
US territory as well. This assassination was notable for the eventually arrested 
assassins. Juarez Cartel traffickers in Mexico had effectively recruited a small 
team of El Paso residents to conduct surveillance and support. The actual shooter, 
as alleged with his arrest, was a US army soldier stationed at nearby Fort Bliss, 
raising a concern about cartel military recruitment. As senior and mid-level cartel 
leadership have acquired legal residency status in safer US locations just over the 
border, and with cartels adjusting their recruitment of US-based assassins 
analogous to those in Mexico, some US specialists anticipate more assassinations 
like that of Gonzalez.® 

The strong US commitment to end such destructive and destabilizing kinds of 
violence inside Mexico, and to forestall their increased appearance and spread 
north of the border, has been slow in coming despite 15 years of growing 
indicators and warnings. Border law enforcement, border residents, and elements 
of some national intelligence agencies pointed to a changing and more dangerous 
border environment. During this time, Mexican drug trafficking was undergoing 
profound changes. Specialized Mexican drug criminals originally concerned with 
facets of receipt, transportation, and distribution of drugs for Colombian cartels, 
developed into fully established drug trafficking organizations in their own right. 
A number of smaller independent drug trafficking groups remained operating 
as well. In the mid-1990s, violence was serious and badly policed, but largely 
thuggish, undisciplined, and of a familiar type. 

Growing competition among more fully developed Mexican cartels, the need 
to counter Mexico’s increasing military-supported law enforcement initiatives, 
and a flood of narco-dollars, became a catalyst for the development of more 
capable ‘protective’ forces. This led to the marriage of drug cartels and organic or 
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associated paramilitary groupings that has fundamentally changed the security 
environment in Mexico and beyond its borders. The effectiveness of the 
firefights, raids, and assassinations that comprise some of the most serious and 
destabilizing drug violence, owe much to the appearance and evolution of 
paramilitary components. While the ‘genealogy’ of Mexican paramilitaries is a 
topic that exceeds the space available here, a brief look at the military links to 
the development of diverse paramilitary skills and a rich military and police 
recruiting base is instructive. 


The militarization of cartel gunmen: enhancing tactical competence and 
effectiveness 


The rapid formation of criminal paramilitaries powerful enough to challenge the 
authority of a state and advance the agendas of private economic or criminal 
interests is far from a phenomenon limited to Mexico. Analogies have abounded 
in states with weakened institutions around the world. In Mexico, this was an 
unintended consequence of the Government’s rapid military transformation and 
expansion intended to combat enduring low level guerrilla activities and growing 
drug trafficking violence. New, elite drug-fighting units — well-trained but too 
quickly vetted — defected to form criminal paramilitary cadres or remained on 
duty to establish a substantial recruiting base for continuing cartel inducements. 
This ‘pool’ of trained personnel proved vulnerable to innovative recruiting efforts 
by drug criminal able to tempt poorly paid servicemen, discharged contract 
soldiers, and especially deserters whose numbers grew with the size of the armed 
forces and the dangers and difficult conditions of active service. 


Force restructuring, special operations force expansion and cartel recruiting 


More specifically, Mexican concerns about international and regional terrorism 
in the mid-1980s were added to the already realized threats of drug cultivation, 
trafficking, and a still-moribund-but-stirring insurgent activity. A 1986 military 
initiative resulted in the creation of a Rapid Response Force (Fuerza de 
Intervencioén Radpida), which by 1990 had become the first Airmobile Special 
Forces Group (Grupos Aeromoviles de Fuerzas Especiales — GAFE), a prototype 
of initially company-size mobile light infantry units with advanced and 
specialized training in desert, mountain, and jungle operations. The reappearance 
of several guerrilla groups in southern Mexico in 1994 added a final incentive to 
sweeping military transformation. These multiple threats served as a catalyst for 
a 1995 defense transformation plan — the Mexican Army and Air Force 
Development Plan — which designated ‘the fight against drug trafficking’ as a 
specific military tasking in which the military had already begun to participate 
more directly.” 

The reorganizing Mexican Army was to be based in substantial measure 
‘on green berets, commando units, elite forces, [and] assault troops’.!° AS a 
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consequence, the implemented plan saw the number of GAFE’s grow rapidly and 
exponentially. The then company-size GAFE units were deployed in many states 
around the country, credited in some reports with four in Chiapas, three in 
Guerrero, and two each in Tabasco, Puebla, Oaxaca, and Veracruz.!' In a further 
expansion of special forces type units, the Sedena (Ministry of National Defense) 
announced in late summer 1999 that it was forming 36 Special Forces 
Amphibious Groups (Grupos Anfibios de Fuerzas Especiales — GANFE’s) for 
counterdrug operations. These were Marine-like counterparts to the GAFES, 
under Army command, which have been tasked to carry out riverine and coastal 
type operations.'* They proved susceptible to cartel recruiting, as well. The 
Paratroop Rifle Brigade (Brigada de Fusileros Paracaidistas — BFP) brigade 
constituted another elite component of Mexico’s force structure known to have 
contributed to cartel paramilitaries. 

Special operations training was provided by experienced foreign armies 
including the Guatemalan Kaibiles special operations forces, employed 
throughout Guatemala’s long communist insurgency. Kaibiles, regrettably, also 
came to the recruiting attention of Mexican drug traffickers.'* The mandated 
Special Forces Command (Corps) (Cuerpo de Fuerzas Especiales) had been 
created in 1997 and the Special Forces School (Escuela de Fuerzas Especiales) 
was established in 1998. Army GANFE continued to be developed. '4 For the US, 
GAFE training programs in 1997 and most of 1998 were important in helping 
prepare the new force in tactical skills and in human rights issues. Training took 
place mainly in the US at Fort Bragg, North Carolina and Fort Benning, Georgia, 
where the most appropriate training resources and personnel were located.'> In 
addition, Naval and Naval Infantry (Marine) special forces were created in 2001 
in the form of two Navy Special Forces Groups (Grupas de Fuerzas Especiales), 
along with training facilities and foreign instruction. In addition to the Navy 
Special Forces, per se, in 2001 the Navy also formed Amphibious Reaction 
Forces (Fuerzas Reaccion Anfibia) within the Marine forces. !° 

But the performance of GAFE and GANFE in particular proved disappointing 
in some cases. Some GAFE personnel were implicated in torture and illegal 
detentions, and were reportedly parceled out for roles other than those for which 
they were trained.'’ Overall, special operations force training had been well 
enough conceived and implemented. However, the force was expanded so rapidly 
that the ‘special’ qualifications of candidates suffered. As in the case with so many 
rapidly expanded military, police, and other security organizations in many 
countries including the US, personnel quality suffered. It was in the late 1990s, in 
particular, as special operations force numbers ballooned, that unit members began 
to desert in larger numbers and to prove themselves susceptible to far better 
payment and the romanticized narco-culture that attracted many young men. 

By as early as 1996, individuals who had served in early versions of these 
units and been discharged or deserted had made their way by chance or 
recruitment to employment within the ranks of some drug trafficking group 
enforcement arms. Drug cartel recruits had for some time included former 
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Mexican federal, state, and local police officers, often set adrift in periodic police 
corruption purges or simply attracted by better pay. Lessons learned from 
Colombian cartel associates had long since demonstrated the advantages of hiring 
‘specialists’ in firearms, explosives, tactics, and training including foreign 
specialists that ranged from the IRA to the Tamil Tigers. 

While origin stories and myths abound, it is generally accepted that a 
watershed in Mexican paramilitary recruitment was reached in the very late 
1990s with the defection of a GAFE officer named Arturo Guzman Decena (since 
killed) who brought with him two and a half dozen fellow GAFEs, a number that 
has gained acceptance through repetition and its apparent government origin. 
They formed — with other military and police recruits as well as civilian thugs — 
the now infamous group called the Zetas (attributed variously to Guzman’s radio 
codename, because Z as in Zetas stood for the ‘last ones’, or the ‘Z’ insignia on a 
uniform). They became the enforcement arm of the Gulf Cartel, first maintaining 
some level of semi-independence, then becoming autonomous with other loose 
affiliations, and subsequently spinning off cells and new components that served 
as paramilitaries and drug trafficking factions in their own right.'® 

It is clear from subsequent commentary and official statements that something 
of the Zetas had been known by the Mexican authorities before they emerged for 
more public consideration. Among the earliest dates in which Zetas were reported 
in the media was October 2001, a year or two after their establishment as a force 
that was substantial and cohesive enough to justify the name. At that time, a man 
named Jaime Morales Navarro had been linked to a shadowy criminal organization 
reported to be called ‘Zetas’ and associated with the Gulf Cartel. He was charged 
with possessing a military weapon, public endangerment, and probable theft. At 
that time, the full paramilitary nature and function of the group — thought to be 
located primarily at Matamoros in Tamaulipas State — was not well understood. 
Concurrently, it was suggested (inaccurately) that the Zetas operated in six-man 
groups that distributed and monitored drug sales. Since this information came from 
the Federal Attorney General’s Office, it apparently reflected a limited official 
knowledge of Zeta missions and capabilities.'° Over the next several years, their 
paramilitary nature became more than clear as they came to be considered largely 
militarized cartel gunmen. 

As is often the case with the development of traditional insurgent groups, 
greater differentiation and specialization appeared. While subject to varying 
interpretations, Zeta subcomponents reportedly include combatants sometimes 
referred to sicarios in the Colombian fashion; elements charged with conducting 
oversight of selected drug trafficking zones; children, teenagers, and others, such 
as taxi drivers, conducting street surveillance and warning; communications 
monitoring and electronic eavesdropping specialists who sit on police and 
military tactical transmissions and routine radio traffic as well as playing key 
planning roles for operations; and bookkeeper/administrators who manage 
resources of all types; and other reported elements whose designations and 
missions are rendered variously.”° 
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By the early 2000s, other rival drug trafficking organizations at least 
augmented their armed cadres with greater numbers of former military and police 
personnel. It is important to recall that over the last 15 years, many thousands of 
Mexican police personnel in Federal, state, and municipal law enforcement 
organizations have been dismissed for criminal offenses. It is clear that many of 
these men made their way into drug trafficking organizations, links that in some 
cases already existed from the time the discharged officers served. 

Cartel manning — beyond the popularly cited GAFEs -— is also fueled by 
discharged servicemen from a variety of units leaving after serving out their 
contract, conscripted personnel in some limited draft categories who leave 
service, and deserters who are present in large numbers. In the formative stages of 
Zeta’s existence from 2000-03, nearly 50,000 soldiers had deserted.”! While 
some reports assert that military deserters numbered as high as 150,000 in the six 
years preceding April 2009, other suggest that since the late 1990s to early 2009, 
some 100,000 personnel and 1,000 GAFE soldiers have fled.?” 

It is worth emphasizing that drug paramilitaries are far from static 
organizations. They change in composition and membership in accord with the 
successes and failures of their own operations and those of the drug organizations 
they support. Perhaps the greater source of change, however, is the short lifespan 
of cartel soldiers who are killed, disabled, arrested, or frightened away by 
their rivals, security forces, and sometimes violent internal disputes. As a 
consequence, there is a continuing demand for recruits that sometimes becomes 
especially acute with mass arrests, casualties, or special needs. Zetas, for 
example, recruited a 13-year-old male to work as a killer — a romanticized 
sicario as he imagined himself. He was required to, and did, execute a 
disobedient group member in a Laredo, Texas bar in 2004 as his career 
introduction.” 

Serving military officers are recruited by drug cartels for roles other than 
as fighters or trainers and may remain in place at their units. In June 2009, 
Mexican authorities charged 10 army officers with providing information to the 
Pacific Cartel (Sinaloa Cartel) on planned military actions against the narco- 
traffickers. The cartel — also known as the Joaquin ‘El Chapo’ Guzman 
organization — demonstrated a capability to acquire intelligence that could 
serve in tailoring their own operations. In May 2009, a dozen soldiers 
were charged with collaborating with Zetas from the Gulf Cartel.** Other 
examples abound. 

Both the military and uniformed police agencies have claimed that crimes, 
assaults, and human rights violations attributed to them have been carried out 
by narco-traffickers wearing army or police gear. For narco-paramilitaries, of 
course, the advantages of such deception are aimed at advancing their operations 
and delaying or preventing identification. Many uniforms and pieces of 
equipment are stolen, captured, or purchased from corrupt security force 
personnel. A newer dimension, however, surfaced in late July 2009 with the 
discovery of a small secret Juarez facility that fabricated a range of uniforms and 
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tactical gear that was intended for sale to drug traffickers and other criminals. The 
clandestine fabricating facility was well equipped with camouflaged and 
other fabric, uniform patterns, industrial sewing machines and other items.” 


What defectors brought to the fight 


As regards the main topic of this paper — firefights, raids, assassinations, and the 
skills and resources underlying their effectiveness — the appearance and 
development of militarized enforcement arms with varying concentrations of 
military or police cadres have clearly provided enhanced capabilities. Mexican 
military training materials and US training curricula for Mexican military 
personnel receiving instruction under assistance programs highlighted the nature 
of basic and more advanced military skills addressed. It would be a mistake and a 
gross exaggeration, of course, to credit any group with all of the features noted 
below, or with the capacity always to apply such skills evenly and adequately if 
they are present. 

Some commentators, steeped in Mexican literature and history have pointed 
to the 1915 Mariano Azuela novella Los de Abajos when characterizing the 
impact of the drug wars.”° Usually rendered in English as The Underdogs, the 
work described the deterioration of discipline and the pointless killings, 
betrayals, destruction, and disappearance of morality in Mexican irregular forces 
during the Revolution. Since drug paramilitaries had already pledged themselves 
morally bankrupt and profit-oriented criminal enterprises, devolution is a 
constant factor in group cohesion and conduct. There is no doubt, however, that in 
unevenly applied ways, and in various combinations, the military characteristics 
set out below — introduced by former military and security force members — have 
made paramilitary criminal groups more lethal and able to challenge Mexico’s 
Federal security forces in ways not credited earlier: 


e¢ Combatants trained in the employment of light infantry and some low-end 
crew served weaponry including an array of fully and semi-automatic 
assault rifles; high-powered arms like the devastating .50 caliber Barret 
rifle; compact personal defense weapons like the P-90 Herstan automatic 
weapons; offensive and defensive grenades of various types including 
40 mm grenade launchers; explosives of various types; shoulder-launched 
anti-tank weapons; and land-mines/IEDs among other armaments; 

e Intelligence gathering capabilities including extensive HUMINT surveil- 
lance networks, radio and telephone intercept means, target assessment 
concepts and approaches, and informants providing positive intelligence; 

e Offensive and defensive counter-intelligence capabilities including the 
most brutal forms of intimidation and coercion; 

e Extensive knowledge of the tactics, techniques and procedures of police and 
the military; 

e Communications means including cell phones, satellite phones, walkie- 
talkie style and other radios, computers, GPS systems, etc; 
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e Deception and information management/propaganda capabilities and 
resources; 

e Transportation resources that include SUVs, pick-up trucks, cars, and 
aircraft as well as training in offensive and defensive driving; training camps 
facilities, and “‘train-the-trainer’ programs to instruct recruits not possessing 
requisite skills; 

e Effective recruiting approaches ranging from covert inducements to overt 
advertising in videos, banners, and fliers; 

e Cadres possessing measures of discipline enabling small groups to execute 
plans more complex that traditional criminal gunmen; and 

e Training approaches and some facility in conveying military ‘tactics, 
techniques and procedures’ to group members. 


These skills and resources have helped transform the enforcement arms of 
some drug trafficking organizations into what approaches the capabilities of 
military small units which are able to bring their capabilities to bear in the kinds 
of firefights, raids, and assassinations that now help define Mexico’s operational 
environment in some areas, and which are appearing more frequently north of the 
border as well. 


Firefights, raids, and assassinations: Mexican internal clashes and targets 
across the border 


While substantial drug violence has been a factor in Mexico’s public safety 
environment for more than two decades, in 2003 mounting drug violence was 
marked by attention-getting incidents that signaled something of a change. In 
some ways, these 2003 armed clashes changed the paradigm of narco-violence 
even though there had certainly been more horrendous criminal events with 
greater loss of life. The change was the far more visible step forward in the earlier 
noted ‘transition from the gangsterism of traditional narco hit men to paramilitary 
terrorism with guerrilla tactics’. The events — including an assortment of 
spontaneous and planned firefights, raids, and assassinations — marked the 
greater maturation of drug cartel paramilitaries. It highlighted an increase in their 
armaments and capabilities to the point where they could openly challenge 
organized security forces, and an overlay of corruption and compromise that 
continues to taint domestic and international cooperation in fighting the power of 
cartel leaders and organizations. 


The streets of (Nuevo) Laredo 


Coming off more than 50 drug killings the year before, the 2003 New Year in 
Nuevo Laredo was marked by the assassination of a police officer and the 
wounding of another. Shortly thereafter, a clash between rival drug trafficking 
groups — one a new, small, short-lived outfit called ‘Los Texas’ and the other 
unidentified — attracted security force attention. Some 11 Los Texas traffickers 
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were arrested when surrounded by responding Mexican Army troops. Several 
groups, large and small, were probing for control and business advantages, a 
process exacerbated by the arrest of the Gulf Cartel chief, Osiel Cardenas 
Guillen. This was a warm-up to several years of intense violence in the city.”’ 

Prominent among the 2003 clashes was a firefight in the middle of Nuevo 
Laredo (Tamaulipas State) the sister city to Laredo, Texas just north on the Rio 
Grande. After some three to four years of existence in which their role in Gulf 
Cartel drug violence had gained some relatively limited public notice, an 
associated paramilitary emerged as a force with capabilities substantial enough to 
challenge organized security forces. In addition, they had a confidence and lack 
of scruples that did not flinch at conflict in the midst of a heavily populated urban 
area. More than that, the identity and affiliation of the various paramilitary 
components was a bit fuzzy for law enforcement; the exact course of events 
less than fully understood and highly variable; and police reliability more 
than questionable. In other words, it was a fine microcosm of an operational 
environment that would become more familiar and deserves addressing despite 
its confusion. 

The firefight took place at night on 31 July, reportedly lasting 40 minutes. 
Nuevo Laredo municipal police, according to their initial statements, tried to stop 
several vehicles carrying an estimated 20 individuals. The caravan turned out to 
be a heavily armed tactical group that the Tamaulipas Sate Prosecutor’s office 
said were the so-called Comando Negro (Black Command) group. They asserted 
that it was a component of the Zetas, which was suspected of area kidnappings 
and murders. They were armed with automatic weapons reserved for the military 
of the AK-47 or AR-15 type. They quickly engaged the police with automatic 
small arms fire and launcher-fired grenades. Police reports said that the Zetas also 
had a probable .50 machinegun but could not confirm that it was fired. 

Municipal Police, it was claimed, were outgunned and called for military 
assistance and the help of Federal Police. Reported casualties from the fight 
varied, but suggested several police and Zetas were killed and others wounded.”® 
However, the account soon changed in most aspects. Rather than a firefight 
between municipal police and Zetas, the shootout resulted from a running a 
firefight between the Zetas and pursuing Black Command gunmen who worked 
not for Zetas, but the rival Joaquin ‘El Chapo’ Guzman Cartel. The Comando 
Negro members did not catch the Zetas, but instead ran into patrolling Federal 
Investigative Agency officers the (AFI). The AFI, it became clear, had taken over 
key city patrolling duties since nearly 200 Nuevo Laredo Municipal Police 
members had been suspended during an investigation of their suspected ties with 
drug traffickers. Three of the alleged drug traffickers were killed, and six 
wounded Comando Negro group members were arrested. Among the strange 
dimensions was the presence of the Federal Prosecutor’s Office ‘Coordinator’ in 
the Zeta force, voluntarily traveling with the fleeing paramilitary. Fearing for his 
safety, he had called for Federal security force help. Both he and his brother-in- 
law were arrested.” All of this created some dismay on both sides of the border. 
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Amidst the varying reports and interpretations of the incidents, there was an 
area of common agreement. This was that the paramilitaries possessed weaponry, 
confidence, and willingness to engage opposition including federal forces with 
heavy firepower. Such incidents gained momentum in Nuevo Laredo during 2003 
and continued for three years at high levels, when other regions gradually 
replaced that border city as areas of the hottest conflict and reporting. In Nuevo 
Laredo, some combination of exhaustion, uneasy stasis among competing 
drug criminals, and a possibly corruption-based balance with security force 
enforcement following a major 2005 Federal crackdown, gave the city a degree 
of respite. The strife accounted for ending the lives of several hundred people, 
mostly drug traffickers but many police officers and commanders as well. 

Retrospectively, the probable explanation for a suddenly greater visibility for 
drug paramilitaries in Laredo and elsewhere was their maturing capability 
coming at the same time as decisions by major and minor groups to take on 
competing organizations more actively. As plausible reporting suggests — from 
Mexican court testimony given by a protected witness — Joaquin Guzman’s 
Sinaloa Cartel made a deliberate decision to confront and defeat the Gulf Cartel’s 
Zetas in the summer of 2003. Infrastructure and security preparations were made 
in advance with the 15—20 houses rented with 15 mattresses in each. The 
lodgings were to house some 200 Sinaloa gunmen, who some referred to as the 
Comando Negro paramilitary. A senior Guzman deputy, quoted in August 2003 
as declaring that ‘the war for Nuevo Laredo has begun’, appeared to be correct.*” 

Some volumes would be required to document and discuss paramilitary 
engagements from 2003 onward in Nuevo Laredo alone, which by no means was 
the scene of the worst drug violence in the most recent years. Collectively, they 
constitute a dreary list of lost lives, resources, societal cohesion, and institutional 
stability. Some selected incidents of firefights, raids, and assassinations, however, 
illustrate the capabilities of various paramilitaries as they have developed and 
asserted themselves. 


Capability and audacity on display 


What seemed to be a daring raid to free imprisoned drug trafficking prisoners was 
a hallmark of some cartel paramilitary action. By early 2004, the Federal police 
and military had arrested some 20 drug traffickers including a number of Zeta 
members being held at a penitentiary at Apatzingan, Michoacan. On 7 January, 
some 30 armed men rushed the prison and in an action rather vaguely 
documented at the time — no shots being fired — effected the freeing of the 
imprisoned criminals. The Attorney General’s office identified some of the 
assault group as Zeta members and it seemed a remarkable success. The 
following year, however, after an investigation, 18 prison staff members were 
arrested for complicity in the operation, suggesting that the paramilitary’s ability 
to bribe or coerce state employees was as effective as their application of 
violence.*! 
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An April 2009 kidnapping and assassination of a municipal police director, 
a senior Municipal official, and a citizen in Urique, Chihuahua marked the 
practiced and almost casual acts of violence used to rid criminal organizations 
of troublesome government and police leadership who pressed them too hard. 
The deaths served additionally as a proven means of coercing others into 
cooperation or at least inaction, particularly at the municipal level where police 
establishments have become thoroughly penetrated. There were no suspects and 
the rapid time between seizure and execution suggested that ransom had not been 
a motivation. The two officials had received death threats earlier, and the lack of 
any announcements or claims over the deaths indicated that the goal of the 
assassins had quietly been met. In short, the quick, fatal episode seemed to 
constitute a business decision effectively carried out.*” 

In July 2009, 25 paramilitary gunmen carried out a carefully planned 
nighttime raid on the home of a vocal 36-year-old American anti-kidnapping 
commentator in a small town in Chihuahua State. As is not infrequently the case, 
they wore Mexican Army uniforms and, in the increasingly and gratuitously 
brutal attacks, violently abused his wife in full view of his five children. The man 
was abducted, along with a friend at the scene, and both were found tortured and 
murdered in the town of Flores Magon some 30 miles away. The paramilitaries, 
of unknown association, left a banner at the scene warning other activists who 
protested their activities.** 

In addition to targeting competitors, law enforcement, and the Mexican 
military, drug cartel paramilitaries also go after journalists who expose their 
dealings. In August 2005, a law enforcement task force in Baja California 
arrested a gunman who had assassinated the Tijuana Zeta journalist and co-editor 
Francisco Javier Ortiz Franco in June 2004. One of the arrested assassins worked 
for senior leaders of the Arellano Felix Cartel. The investigative journalist was 
leaving his home for an appointment when he was shot several times from a 
passing vehicle, suggesting at least adequate target reconnaissance surveillance 
and a well-prepared plan.** 

By 2007, assassination concerns among US newspaper editors in some border 
cities resulted in the far more careful employment of investigative journalists 
inside Mexico and the withdrawal of at least one reporter. One US editor was so 
concerned about the safety of a reporter who had written more than 100 articles 
on the cartels — including the Nuevo Laredo violence addressed earlier — that he 
had arranged to conceal his location.*° 

The ability to react quickly and with surprising effectiveness has been 
demonstrated on a number of occasions. In September 2008, in the city of 
Monterrey, several armed gang members were arrested by local police while 
traveling in an unlicensed vehicle, and loaded into a squad car for transport and 
further questioning. However, en route to the station the patrol car was reportedly 
intercepted by two other vehicles containing an armed paramilitary grouping. 
They stopped the police car, freed the arrested gang members, tied up the police 
officers, and departed with their freed gang members. When a substantial period 
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of time had passed with no word from the arresting officers, dispatched units 
eventually found them tied up in the back of their car. The circumstances here do 
seriously raise the unfortunate question of collusion on the part of the police 
officers who lost the prisoners. In any case, since there were now no suspects in 
custody, the identities of the rapidly responding paramilitary gang remained 
unknown — but the ending was an unusually peaceful one.*° 

That was not the case in Nuevo Leon, where a July 2009 convergence of 
security force—paramilitary violence left a confusing wake of loose ends. The 
episode began with the abduction of two men and their immediate execution for 
reasons which likely involved cartel rivalries but which were not immediately 
determined. Police, by chance, appeared shortly afterward, discovering the 
handcuffed bodies in the back of a pick-up truck. The murderers, who were 
fleeing the scene in several SUVs as the police arrived, encountered a Federal 
Police patrol a short distance away. A 20-minute shootout ensued, which 
wounded a number of people including bystanders. It left four of the paramilitary 
shooters dead at the scene. They were found to have police radio monitoring 
equipment in addition to their weapons. Searches of the area turned up an 
armored Escalade SUV with grenades and an AR-15 inside, and a Windstar 
minivan full of bullet holes. The many unknown dimensions surrounding this 
episode were to be examined by Federal investigatory bodies, a course that 
generally indicates no resolution will be forthcoming.’ 

During early June 2009, the first part of a weekend resulted in at least 23 
people killed in drug violence in the states of Baja California, Chihuahua, 
Michoacan, and Durango. This was followed by a series of firefights in Guerrero 
State, in and near the aging resort of Acapulco, involving the Beltran Leyva drug 
trafficking organization. An Army force had been deployed to the Acapulco 
tourist district upon receiving reports that armed men were in the area. Acapulco 
has been not only the site of some of the most brutal narco-violence, but in an area 
near continuing Popular Liberation Army guerrilla activity and other groups as 
well. When an Army patrol spotted a suspicious SUV and ordered it to stop, the 
occupants responded with automatic weapons fire and a chase through downtown 
Acapulco developed. In the developing firefight, with additional paramilitary 
members, some 18 people were killed, including an Army captain and 16 cartel 
gunmen, with at least nine soldiers wounded and five more gunmen arrested.*® 


Crossing the border 


Several of many instances of cross-border violence were noted above. To these 
could be added other crimes against US citizens, property, and interests to include 
those stemming from border crossings by armed groups, the coercion and even 
murder of US citizens such as has occurred in Arizona on the Tohono O’odom 
Indian Reservation, and occasional clashes with law enforcement and citizens. 
The January 2009 grenade attack on a Texas bar used by US law enforcement 
officers ended well when the military grenade failed to explode. US and Mexican 
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investigators determined that the grenade was from the same manufacturing lot as 
those discovered in a weapons cache near Monterrey. Other grenades from the lot 
had been used against the US consulate in Monterrey, Mexico and against a 
Mexican television station.*? This was one in a growing array of minor and major 
incidents north of the Rio Grande involving identified or probable Mexican drug 
trafficking interests. 

Beginning more frequently in the mid-1990s, US border law enforcement 
began to take greater notice of shots fired from across the Rio Grande. The Border 
Patrol and other police agencies believed that these were not the occasional shots 
that have long been a feature of border life, but actions undertaken by drug 
traffickers angry at more rigorous patrolling and arrests. Stories, given credence 
by many in law enforcement, began to circulate that drug trafficking 
organizations were willing to pay $10,000 to obtain the home address of a 
Border Patrol agent.*° Since that time, rising drug violence in Mexico and 
incidents of border spillover have raised more seriously the concern that clashes 
and killings like those that occur daily in Mexico may be transferred at increasing 
levels onto US territory. 

In the last decade and a half — and particularly in the last several years — drug 
violence directed against illegal and legal US residents from Mexico involved in 
trafficking have boosted the crime rates of many border cities. These encompass 
the unholy trinity of ‘killings, kidnappings, and home invasions’ in a number of 
border cities, including the widely reported elevation of Phoenix, Arizona into 
the top kidnapping city in the United States.*' The US policing term ‘home 
invasion’ describes what in Phoenix is actually a raid organized to kill, abduct, or 
coerce people; seize contraband; and assert territorial control. For cities like 
Phoenix, in a familiar parallel, police departments have become more militarized 
and received training that enable them to engage criminals with automatic 
weapons, grenade launchers, body armor, and improved skill levels. The August 
2009 arraignment of members of the Mexican drug, kidnapping, and murder 
group Los Palillos (the Toothpicks) in San Diego, highlighted what had been 
a four-year period of brutal drug-related murders, abductions, and torture, 
including the killing of a police officer.“ Far more than border cities are 
threatened, however, Atlanta being a case in point. Drug violence in that city has 
so far involved limited attacks among drug gang members, as they have in some 
of the other 195 or more US cities having a Mexican drug trafficking cartel 
presence.*? 

The consequence of this is to establish an infrastructure that will likely serve 
as a vector for future drug violence that extends beyond border areas. There are 
already models for addressing existing and potential north-of-the border Mexican 
drug trafficking violence. They lie in the rich body of assessments of ‘ethnic’ 
crime as it appears in many parts of the world.** Emigré population bases 
typically form the sea in which criminals of the same ethnic or nationality group 
swim. While the US has many ethno-national criminal organizations, Mexican 
drug trafficking organizations bring an extraordinarily high level of violence to 
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their criminal endeavors and a willingness to target obstructions outside the 
immediate community. They also have proven skills in using the near-endless 
amounts of drug money available to fuel official corruption. Growing levels of 
US enforcement corruption along the border demonstrates this, as does the recent 
recruitment of a US soldier assassin addressed above.*° 

Few modern states experience such violent and destabilizing episodes at 
the frequency they occur in 2010 Mexico. With robust US security assistance 
and support from other countries, Mexico continues to seek combinations of 
approaches that can slow, badly damage, and eventually reduce to minimal levels 
the drug trade before it destroys Mexico. The Mexican military — at the center of 
the struggle — is attempting to improve forces and the tactical and operational 
concepts governing their employment against drug violence and infrastructure. 
The dangers of continued skill transference from security forces to drug 
trafficking organizations is well understood, but so far an unavoidable risk. As 
2010 begins, extraordinary levels of violence in Mexico and the basic business of 
selling drugs continue apace. What had been the creep of violence across the US 
border appears to be quickening, with departures from the familiar, limited 
patterns of most other ethnic crime marked by the degrees of violence and rapid 
metastasizing of émigré criminal groups around the country. 


Conclusions 


The firefights, raids, and assassinations that characterize so much of Mexican drug 
trafficking violence are actions that require a measure of organization, planning, 
and equipping to be successful. Wartime and contingency force experience is 
replete with examples of regular military units around the world which have failed 
to complete tactical actions that Mexican drug paramilitaries sometimes execute 
with notable effectiveness. Drug paramilitaries clearly owe much of their real and 
perceived lethality to cadres recruited from among Mexico’s special operations 
forces, regular military, police, and other security personnel. 

The changes that began in drug paramilitaries at the turn of the twenty-first 
century accord with the arrival of the first major military recruiting of 
exceptionally well-trained uniformed soldiers and officers. In the years since, 
drug paramilitaries have often evidenced the tactical competence, weapons skills, 
communications, transportation, and surveillance capability, and intelligence 
gathering and counter-intelligence capability that smaller regular armies may not 
themselves possess. While acting on behalf of a major world evil, they have 
evidenced a rough, robust confidence and willingness to engage in daring 
operations that too often have confounded security forces intended to stop or 
punish them. 

As notable as paramilitary capabilities may appear, much of that 
effectiveness is owed to the ‘force multiplier’ of endemic corruption. Ubiquitous 
bribery and coercion of major and minor officials in security and other 
institutions by drug trafficking organizations opens police road blocks; unlocks 
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prison doors; renders police and security forces blind, deaf, and speechless; 
reveals military and police plans for pending actions; and purchases not-guilty 
judgments or dismissals in the Mexican judicial system. It buys lists of 
informants and facilitates the dissemination of disinformation. Applied brutality 
and reward also gains a measure of silence and cooperation from citizens. Drug 
paramilitary employment of informants and the use of squads of street-level 
observers generate continued information of value. Collectively, this constitutes 
a penetration of Mexican society that presents a daunting challenge. 

While the infrastructure and practice of paramilitary violence is established 
in Mexico in seemingly unprecedented ways, the concern north of the border is its 
potential transportability. Many law enforcement personnel have compared 
1980s’ Miami — with its running drug firefights, revenge raids, and bloody 
assassinations by Colombian cocaine traffickers — to Mexican drug violence. 
There are enough precursors north of the Rio Grande now to make the potential 
for something analogous more than empty speculation. Incidents of cross-border 
violence; a Mexican narco-trafficking presence in nearly 200 US cities raising 
local crime rates; limited but increasing corruption among US border law 
enforcement; and the successful recruitment of US residents to commit capital 
murder, suggest cross-border criminality could expand apace without stronger 
countermeasures. In that environment, outbreaks of narco-violence analogous to 
1980s’ Miami — or the more widespread firefights, raids and assassinations of 
Mexican cities — seem more than possible. 
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